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DETAILED ACTION 
Allowable Subject Matter 

1 . The indicated allowability of claims 1-8, 10, 17 and 21 is withdrawn in view of the 
newly discovered reference(s) - Bolliger et al. (5,195,090), La Porta et al. (6,434,134) 
and Haartsen (5,598,459) to overcome the indicated allowable subject matter in the 
claims. Rejections based on the newly cited reference(s) follow. 

Claim Rejections - 35 USC § 102 

2. Claims 1-4, 5 and 7 are rejected under 35 U.S.C. 102(e) as being anticipated by 
La Porta eta I. (6,434,134). 

The applied reference has a common assignee with the instant application. 
Based upon the earlier effective U.S. filing date of the reference, it constitutes prior art 
under 35 U.S.C. 102(e). This rejection under 35 U.S.C. 102(e) might be overcome 
either by a showing under 37 CFR 1 .132 that any invention disclosed but not claimed in 
the reference was derived from the inventor of this application and is thus not the 
invention "by another," or by an appropriate showing under 37 CFR 1.131. 

Regarding claim 1, La Porta discloses a method for facilitating secure handoff in 
a network having at least first and second wireless base stations and at least one 
wireless mobile terminal (see Figs. 13-15), the method comprising the steps of: 
receiving a request from at least one wireless mobile terminal for a handoff from a first 
base station to the second base station (path set up message being initiated and sent 
by a mobile device during mobile device handoff to another base station (see col. 12, 
line 66 to col. 13, line 10) and transferring security information that was originally 
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supplied by a central security node and was not used by the first base station to the 
second base station in response to the request (instant handoff path setup message is 
sent and a mobile device is handed off to a new base station, authentication 
information is transferred from the user's old base station to the new base station and 
that a mechanism such as HLR authentication or the RADIUS protocol authentication 
mechanism can be used (see col. 32, line 58 to col. 33 , line 12). 

Regarding claim 2, La Porta's teaching of using an HLR authentication as is 
currently performed in cellular networks (see col. 33, lines 5-12) meets wherein the 
security information includes a set including at least a random number, an authenticator 
derivable by the wireless mobile terminal but not the first or second base stations and a 
key. 

Regarding claim 3, La Porta further discloses wherein at least a portion of the 
security information is used to validate at least one mobile terminal to the second base 
station (old base station approving path set up message only if the mobile device is able 
to authenticate itself in the path set up message and the authentication information, 
see col. 33, lines 1-5). 

Regarding claim 4, La Porta further discloses wherein the security information 
transferred from the first base station to the second base station in response to the 
request is less than all the security information received by the first base station (feature 
of authentication information for the user as transferred form the old base for the 
particular hand off, see col. 32, line 65 to col. 33, line 5). 
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Regarding claim 5, La Porta further discloses wherein all of the security 
information received by the first base station was received from a wireless mobile 
terminal validation system (feature of RADIUS protocol authentication mechanism or 
HLR authentication, see col. 33, lines 3-12). 

Regarding claim 7, La Porta teaches wherein the transferring security 
information from the first base station to the second base station in response to the 
request is performed only when the first base station knows the second base station 
(feature of path setup message being initiated and sent by a mobile device during 
handoff to another base station included within the domain to which the mobile device is 
attached, see col. 12, line 66 to col. 13, line 12). 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 10, 17 and 21 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Bolliger et al. (5,195,090). 

Regarding claim 10, Bolliger discloses a method for performing handoffs in a 
network for providing wireless communication service having at least first and second 
wireless base stations and a least one wireless terminal (col. 3, lines 5-12, handover; 
col. 1, lines 36-43, base stations, cell zones, radio-telephones), the method comprising 
the steps of: transmitting a request, from said wireless terminal for a handoff between 
said first base station and said second base station (col. 3, lines 5-12, handover); 
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receiving a response to said request at said wireless terminal, when said second base 
station knows said first base station prior to receiving said request, said response 
indicating tliat said second base station can engage in expedited handoffs with said first 
base station (col. 3, lines 5-12, second radio connection is established for handoff rates 
faster than those needed for traditional handoffs); and connecting said wireless terminal 
for user traffic to said base station; wherein said expedited handoff employs information 
about said wireless terminal transferred from said first base station to second base 
station (col. 3, lines 5-12, soft handover). 

Regarding claim 17, Bolliger discloses a method for performing handoffs in a 
network having at least first and second wireless base stations and a least one wireless 
terminal (see col. 3, lines 5-12, col. 1, lines 36-43, base stations, cell zones, 
radio-telephones), the method comprising the steps of: transmitting a request from said 
wireless terminal for a handoff between said first base station to said second base 
station; when said second base station does not know said first base station prior to 
receiving said request (see col. 3, lines 5-12, handover), receiving at said wireless 
terminal an indication that it must connect to said second base station without benefit of 
security information supplied from said first base station (col. 3, lines 5-12, soft 
handover; no security information involved). 

Regarding claim 21 , Bolliger discloses a method for performing a handoff in a 
wireless having at least first and second base stations and a least one wireless terminal, 
network the method comprising the steps of: receiving a request by said second base 
station, from said wireless terminal for a handoff between said first base station to said 
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second base station (col. 3, lines 5-12, handover); performing an expedited handoff 
using previously unused security information when second base station knows said first 
base station prior to receiving said requesting and performing a non-expedited handoff 
when second base station does not know said first base station prior to receiving said 
request (col. 3, lines 5-12, second radio connection is established for handoff rates 
faster than those needed for traditional handoffs; second connection hence enables 
expedited handoff). 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1 1 -1 6, 1 9-20 and 22 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Bolliger et al as applied to clainos 9, 17 and 21 above, and further in 
view of La Porta et al. (6,434,134). 

Regarding claims 1 1-15, 19, 20 and 22 Bolliger fails to disclose wherein the 
information is security information which is received from a security center, a base 
station other than the first or second base stations and the security information includes 
at least one from the set consisting of a password, a challenge response pair and a 
challenge-response cipher key tuple and wherein the information is security information 
that is received over a network for inter-base station communication. 
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In an analogous filed of endeavor, La Porta discloses a system for allowing 
wireless devices to access packet based networks using dynamic address assignment 
wherein a mobile user connected to a base station can change its point of attachment 
from one network or subnet to another (see col. 4, lines 33-49). According to La Porta 
when an instant handoff path is setup message is sent, and a mobile device is handed 
off to a new base station, authentication information is transferred from the user's old 
base station to the new base station and that a mechanism such as HLR authentication 
or the RADIUS protocol authentication mechanism can be used (see col. 32, line 58 to 
col. 33 . line 12). 

It would therefore have been obvious to one of ordinary skill in the art to 
combine La Porta's authentication procedure with Bolliger's system in order to ensure 
that arbitrary users are disallowed from sending unauthorized path setup messages as 
taught by La Porta. 

7. Claim 6 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over La Porta 
et al as applied to claim 1 above, and further in view of Haartsen (5,598,459). 

Regarding claim 6, La Porta further discloses authentication information is 
transferred from the user's old base station to the new base station and that a 
mechanism such as HLR authentication or the RADIUS protocol authentication 
mechanism can be used (see col. 32, line 58 to col. 33, line 12), but fails to explicitly 
teach wherein all of the security information received by the first base station was 
received from a third base station. 



Application/Control Number: 09/501 ,168 Page 8 

Art Unit: 2617 

In an analogous field of endeavor, Haartsen discloses a method in which during 
a handover of a cellular terminal from a wide area cellular network to a base station, 
authentication (security) information is provided over through another terminal (see 
abstract, Fig. 3A). 

It would therefore have been obvious to one of ordinary skill in the art to provide 
for the provision and transfer of authentication information from a different terminal for 
handoffs in the system of La Porta in order to preserve the provision of secure 
communication without adding unnecessary overhead and charges as taught by 
Haartsen. 

8. Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Bolliger 
et al as applied to claim 10 above, and further in view of Haartsen (5,598,459). 

Regarding claim 13, La Porta further discloses authentication (security) 
information is transferred from the user's old base station to the new base station and 
that a mechanism such as HLR authentication or the RADIUS protocol authentication 
mechanism can be used (see col. 32, line 58 to col. 33, line 12), but fails to explicitly 
teach that the security information is received from a base station other than the first or 
second base station. 

In an analogous field of endeavor, Haartsen discloses a method in which during 
a handover of a cellular terminal from a wide area cellular network to a base station, 
authentication (security) information is provided through another terminal (see abstract, 
Fig. 3A). 
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It would therefore have been obvious to one of ordinary skill in the art to provide 
for the provision and transfer of authentication information from a different terminal for 
handoffs in the system of La Porta in order to preserve the provision of secure 
communication without adding unnecessary overhead and charges as taught by 
Haartsen. 

Allowable Subject Matter 

9. Claims 8 and 1 6 are objected to as being dependent upon a rejected base claim, 
but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Ala-Laurila et al. (6,587,680) discloses a system for transferring 
security association during a mobile terminal handover. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Charles N. Appiah whose telephone number is 571 272- 
7904. The examiner can normally be reached on M-F 7:30AM-5:OOPM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Marsha Banks-Harold can be reached on 571 272-7905. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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